Abstract-In-network data aggregation is an effective method to reduce the amount of data transmitted and therefore saves energy consumption in sensor networks. However, an adversary may compromise some sensor nodes, and use them to forge false values as the aggregation result. Previous secure data aggregation schemes have tackled this problem from different angles. The goal of those algorithms is to ensure that the Base Station (BS) does not accept any forged aggregation results. Based on our survey of existing research efforts for ensuring secure data aggregation, a novel approach that uses homomorphic encryption and Message Authentication Codes (MAC) to achieve confidentiality, authentication and integrity for secure data aggregation in wireless sensor networks is proposed. Our experiments show that our proposed secure aggregation method significantly reduces computation and communication overhead.
INTRODUCTION
A wireless sensor network (WSN) consists of a large number of tiny sensor nodes deployed over a geographical area also referred as sensing field. Each node is a low-power device that integrates computing, wireless communication and sensing abilities [1] . Nodes organize themselves in clusters and networks and cooperate to perform task. It consists of motes equipped with task-specific sensors to measure the surrounding environnement, e.g., temperature, movement, etc. A WSN can thus be viewed as an intelligent distributed measurement technology adequate for many different monitoring and control contexts. In recent years, the number of sensor network deployments for real-life applications e.g., environmental monitoring, agriculture, production and delivery, military, structure monitoring and medical applications has rapidly grown with a trend expected to further increase in incoming years [2] . A key component in a WSN is the sensor mote, which contains (i) a simple microprocessor, (ii) application-specific sensors, and (iii) a wireless transceiver. One way to reduce the energy consumption is in-network information processing (or data aggregation) that reduces the data sent to the base station. Data aggregation is an important primitive that aims to process/combine/summarize data packets from serval sensor nodes before forwarding these packets to upper nodes [3] . In-network processing is done at aggregator node or intermediate node in the case of multi-hop network, it aggregates the data coming from its child nodes by performing the aggregation function such as min, max, sum etc. and sends the result to the upper level node or sink.
Since both data aggregation and security are essential for wireless sensor networks, providing secure data aggregation has been an attractive problem for researchers [4] , [5] , [6] , [7, [8] , [9] , [10] . In many of the existing secure data aggregation protocols, data aggregators must decrypt every message they receive, aggregate the messages according to the corresponding aggregation function, and encrypt the aggregation result before forwarding it. Therefore, while these data aggregation protocols improve the bandwidth and energy utilization in the network, they negatively affect other performance metrics such as delay and security. To support secure data aggregation without causing delay, a set of data aggregation protocols is proposed. These protocols use privacy homomorphic encryption to allow data aggregation without requiring decryption of the data [11] , [12] , [13] . Protocols in [11] and [12] utilize symmetric and asymmetric privacy homomorphic encryption to allow aggregation of encrypted data, respectively. However, in [11] , sensor data must be encrypted with a single key to perform concealed data aggregation. Therefore, in order to hierarchically aggregate data of the whole network, sensor nodes in the network must share a common key and use it for encryption. Using a single symmetric key in the network is not secure as an adversary can fake the aggregated results through compromising only a sensor node. In addition, symmetric key based privacy homomorphism is shown to be insecure for chosen plaintext attacks for some specific parameter settings [14] . The scheme proposed in [12] relies on asymmetric key based privacy homomorphism but it also requires a single public key to allow hierarchical data aggregation. The scheme proposed in [13] allows using different encryption keys in aggregated data. Authors employ an extension of the one-time pad encryption technique using additive operations modulo n. However, several practical issues are not addressed in this paper such as requirement of a strong synchronization mechanism. In this paper we introduce a novel way to provide confidential and integrity preserving aggregation in wireless sensor networks. The proposed approach uses homomorphic encryption ECEG (Elliptic Curve ElGamal) algorithm to achieve data confidentiality while allowing in-network aggregation. We have used a homomorphic MAC algorithm based on MAC (Message Authentication Codes) to achieve integrity of the aggregate. The rest of the paper is organized thus: we describe the proposed approach in section 2, followed by its performance evaluation in Section 3, we summarize our work and conclude the paper and propose some future work in Section 4.
II. PROPOSED DATA AGGREGATION METHOD
We consider a large sensor network with densely deployed sensor nodes. Due to the dense deployment, sensor nodes have overlapping sensing ranges and events are detected by multiple sensor nodes. Hence, data aggregation is needed to reduce data transmission. Some sensor nodes are dynamically designated as data aggregators to aggregate data from their neighboring sensor nodes (figure1), although every sensor node is assumed to be capable of doing data aggregation. To balance the energy consumption of sensor nodes, the role of data aggregator is rotated among sensor nodes based on their residual energy levels. As one of principles for the cryptography primitives, those schemes that merely provide data confidentiality cannot serve as message authentication mechanisms. Message integrity objective should be addressed by specific detection or authentication schemes. Based on new cryptographic homomorphic primitives [3, 15] , we propose, the homomorphic MAC scheme for data aggregation. One of the ways of working on encrypted data is through the use of homomorphic encryption. An encryption algorithm is said to be homomorphic, if it allows for the following property to hold.
The two data items a and b are encrypted and the operation is applied on the encrypted data. If the encryption scheme is homomorphic than its result would be the same when the operation is performed on a and b first and the result is encrypted. Homomorphisms can be of two types, additive homomorphism and multiplicative homomorphism. The data collected is encrypted using the public key, and the MAC of thedata is computed. A possible technique is suggested in [3] The CDA-MAC protocol aims at ensuring data confidentiality, authentication and integrity even if an adversary can compromise sensors and storage agents (clusters and sink). 
III. PERFORMANCE EVALUATION
This section presents a comparative performance and energy consumption analysis of this approch. Using the PowerTossim extension, the average consumed energy is studied when varying the number of sensors in the network and the number of data packets sent by leaf nodes. The implementation was done on the MicaZ mote [16] , which is a typical device for WSNs that equipped with 8-bit processor. The operating system employed in the implementation was TinyOS [17] , an open-source operating system designed for wireless embedded sensor networks.
A. Energy Efficiency : Figure 2 illustrates the consumed energy by protocol while increasing the size of the network up to 250 sensors. We remark that the energy consumption depends on the verification mechanism used. For example in CDA-MAC the broadcast used by the sink node to reveal the keys used in MAC computation and verification to the entire network, consumes an important amount of energy. Our protocol requires contributing sensors to generate the encryption key and the HMACs. Aggregating sensors are further required to generate the encryption key k i in case of contributor's failures. Peer monitoring sensors carry out the same set of computations performed by the aggregator. However, note that computing an HMAC can be considered a lightweight operation. Based on the analysis above, our scheme is more suitable for applications that have relative loose requirements of privacy-preservation, but place more emphasis on energyefficiency and accuracy level.
B. Operation Time
The execution time showed in fiqure 3. Moreover, CDA-MAC needs additional time to reveal all required keys to the whole network. This time increases when the number of nodes increases, since it will require sending more keys. Similarly, in CDA-MAC leaf nodes wait for the reception of the proof value calculated at the sink before committing the validation of the aggregation value. The verification process must be delayed until the reception of all data by the sink node. It is clear that by using aggregators reduces significantly the computation overhead at aggregator nodes and hence the network lifetime is improved.
C. Communication Energy
To evaluate the performance of proposed schemes, we consider two aspects: execution time ans energy costat three levels (nodes, aggregator and sink). Execution time involves processing time (computation aspects) and aggregation time. Energy cost includes computation and aggregation energy. Given that sink has high energy than ordinary nodes, we do not consider sink energy consumption for energy cost evaluation. Energy cost evaluation is based on energy model indicated in [18] . For communication, we choose Mykletun et al.'s result [19] . They found that a MICAz node consumes 0.6 mJ to send per bit 0.67 mJ toreceive per bit averagely. Generallt, communication time depends on network architecture and aggregator position according to nodes. Processing time indicates the execution time for sensors to produce ciphertexts and corresponding signatures before transmission. Aggregation delay is also evaluated by measuring time spent on processing time on aggregating ciphertexts, public keys.and signatures in the proposed schemes. The last delay, decryption delay, is not considered since the base station is considerably powerful as a workstation. Therefore, this delay is negligible and can be ignored. Table 1 represents time and energy cost evaluation of the proposed schemes. We know that the energy dissipation of communication plays an important role in the total energy consumption. Data transmitting and receiving is the major portion of power consumption for sensor nodes. So reducing the communication cost is an efficient way to save energy.
IV. CONCLUSION
In-network data aggregation in WSNs is a technique that combines partial results at the intermediate nodes en route to the base station (i.e. the node issuing the query), thereby reducing the communication overhead and optimizing the bandwidth utilization in the wireless links. However, this technique raises privacy and security issues of the sensor nodes which need to share their data with the aggregator node. In this paper a novel algorithm is presented to address the problem of secure data aggregation in wireless sensor networks that enforces both confidentiality and integrity of the aggregated data. The future research directions are to propose concealed data aggregation schemes for homogeneous/heterogeneous WSNs and optimize the implementation of the operation.
